DOCID: 4086222 



SCCRET.-S 1 .-REL TO USA. FVEY 



United 
States 
Signals 
Intelligence 
Directive 

USSID SP0018 

(U) LEGAL COMPLIANCE AND U.S. PERSONS MINIMIZATION 

PROCEDURES 

ISSUE DATE: 25 January 2011 
REVISED DATE: 




(U) OFFICE OF PRIMARY CONCERN (OPC) 

National Security Agency/Central Security Service (NSA/CSS), 
Signals Intelligence Directorate (SID), Office of General Counsel 



(l!) LETTER OF PROMULGATION, ADMINISTRATION, AND AUTHORIZATION 



(U) Topic of (U) USSID SP001 8 prescribes policies and procedures and assigns 
Promulgation responsibilit ies to ensure that the missions and functions of the United States 
SIGINT System (USSS) are conducted in a manner that safeguards the 
constitutional rights of U.S. persons. This USSID delineates and promulgates 
the USSS minimization policy and procedures required to protect the privacy 

Derived From: NSA/CSSM 1-52 
Dated: 20070108 
Declassify On: 20370601 



approved for release by the 
Mational Security Agency on 
13 November 2013.FOIA 
Sase #71241 



SECRET 1 ' S I 1 REE TO USA. fVEY 



DOCID: 4086222 



(U) USSID 
Edition 



(U) Legal 
Protection of 
Sensitive 
Information 

(U) Handling of 
USSID 



(U) Location of 
Official USSID 



(U) Access by 
Contractors and 
Consultants 



(U) Access by 
Third Party 



SECRET "SI "REL TO USA. EVEY 
rights of U.S. persons. 



(U) This USSID supersedes USSID SP001 8. dated 27 July 1993. which must 
now be destroyed. 



(U/ /FOU O- ) This USSID contains sensitive information that is legally protected 
from public disclosure and is to be used only for official purposes of National 
Security Agency/Central Security Services (NSA/CSS). 



(U/ /FQUO) Users must strictly adhere to all classification and handling 
restrictions (see NSA CSS Classification Manual 1-52 1 when: 

• (U) storing hard or soft copies of this USSID. or 

• (U) hyperlinking to this USSID 

(U) Users are responsible for the update and management of this USSID when it 
is stored locally. 



(U//E OUQ) The S1G1NT Policy System Manager will maintain and update the 
current official USSID on NSANet. As warranted, the USSID will be available 
on INTELINK. 



(U) For NSA elements to include the SIGINT Extended Enterprise: 

(U//FOUO) USSS contractors or consultants assigned to NSA/CSS 
Headquarters or to other elements of the SIGINT Extended Enterprise are pre- 
authorized for access to USSIDs via NSANet. Intelink. or in hard-copy formats 
as needed to perform their jobs. However, for those sensitive USSIDs for which 
access is password -controlled, all users, to include contractors, must undergo 
additional security and mission vetting. 

(U) Outside NSA elements: 



(U// FOUO) Non-USSS contractors or consultants working at external facilities 
are pre-authorized for soft-copy access to USSIDs via NSANet or in selected 
cases, via INTELINK. if connectivity to those systems is allowed by the 
contractor's NSA/CSS sponsor. Where such connectivity is not established, any 
hard-copy provision of USSIDs must be authorized bv the SIGINT Policy 
System Manager (NSTS: 966-5487. STE:| DSN:| 



(U) This USSID is not releasable to any Third Party partner. 



(b)(3)-P.L. 86-36 
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(U) If a shareable version of this USSID is requested: 

• (U) refer to USSID SP0002. Annex B . and 

• (U) contact the appropriate Country Desk Officer in the Foreign Affairs 
Directorate. 

(U) The Executive Agent for this USSID is: 



INI 

KEITH B ALEXANDER 
General. U. S. Army 
Director. NSA/Chief. CSS 
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SECTION 1 (U) PREFACE 



(b)(1) 

(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 
(b)(3)-18 USC 798 



1.1. (U) The Fourth Amendment to the United States Constitution protects all 
U.S. persons anywhere in the world and all persons within the United States 
from unreasonable searches and seizures by any person or agency acting on 
behalf of the U.S. Government. The Supreme Court has ruled that the 
interception of electronic communicatio ns is a search and seizure within the 
meaning of the Fourth Amendment. It is therefore mandatory that signals 
intelligence (SIGINT) operations be conducted pursuant to procedures which 
meet the reasonableness requirements of the Fourth Amendment 



1.2. (U) In determining whether United States SIGINT System (USSS) 
operations are "reasonable." it is necessary to balance the U.S. Government's 
need for foreign intelligence information and the privacy interests of persons 
protected by the Fourth Amendment Striking that balance has consumed much 
time and effort by all branches of the United States Government. The results of 
that effort are reflected in the references listed in Section 2 below. Together, 
these references require the minimization of U.S. person information collected, 
processed, retained or disseminated by the USSS. The purpose of this document 
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is to implement these minimization requirements. 

1.3. (U) Several themes run throughout this USSID. The most important is that 
intelligence operations and the protection of constitutional rights are not 
incompatible. It is not necessary to deny legitimate foreign intelligence 
collection or suppress legitimate foreign intelligence information to protect the 
Fourth Amendment rights of U S. persons. 



(U) Minimization 
ofU.S. Person 
Information 



1.4. (U) These minimization procedures implement the constitutional principle 
of "reasonableness" by giving different categories of individuals and entities 
different levels of protection. These levels range from the stringent protection 
accorded U S. citizens and permanent resident aliens in the United States to 
provisions relating to foreign diplomats in the U S. These differences reflect yet 
another main theme of these procedures, that is. that the focus of all foreign 
intelligence operations is on foreign entities and persons. 



(II) Oversight 1.5. (U) Nothing in these procedures shall restrict the performance of lawful 
Functions compliance or oversight functions over the USSS. 



SECTION 2 - (l!) REFERENCES 



(U) References 2.1 (U) The following documents are references to this USSID: 

• (U)50U.S.C. 1801. et seq.. Foreign Intelligence Surveillance Act 
(FISA) of 1978 . as amended. 

• (U) Executive Order 12333 . "United States Intelligence Activities." as 
amended 30 July 2008. 

• (U) (U) DoD Directive 5240,01 . "DoD Intelligence Activities." dated 27 
August 2007. 

• (U) NS A CSS Policy No 1-23 . “Procedures Governing NSA/CSS 
Activities that affect U S. Persons.” as revised 29 May 2009. 

• (U) DoD Retaliation 5240 1 -R . “Procedures Governing the Activities of 
DoD Intelligence Components that Affect United States Person.” dated 
December 1982. 



SECTION 3 - (U) POLICY 



(IJ) Policy and the 
USSS Foreign 



3.1. (U) The policy of the USSS is to TARGET or COLLECT only FOREIGN 
COMMUNICATIONS.* The USSS will not intentionally COLLECT 
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Communications communications to. from or about U.S. PERSONS or persons or entities in the 
Mission U.S. except as set forth in this USSID If the USSS inadvertently COLLECTS 

such communications, it will process, retain and disseminate them only in 
accordance with this USSID. 

* (U) Capitalized words in Sections 3 through 9 are defined terms in Section 9 



SECTION 4 - (l>) COLLECTION 



(U) Collection 4.1. (S//SI//RE L) Communications which are known to be to. from or about a 

U.S. PERSON | h ot be (b)(1) 

intentionally intercepted, or selected through the use of a SELECTION TERM, 
except in the following instances: 

a. (U//F OUO) With the approval of the United States Foreign 
Intelligence Surveillance Court either under the conditions outlined in 
Annex A of this USSID or as permitted by other FISA authorities. 

b. (U) With the approval of the Attorney General of the United States, if: 

(1) (U) The COLLECTION is directed against the following: 

(a) ( U/7 FOUO) Communications to or from U.S. 

PERSONS outside the UNITED STATES if such persons 
have been approved for targeting in accordance with the 
terms of FISA (e g., the targeted U.S PERSON is the 
subject of an order or authorization issued pursuant to 
Sections 105. 703. 704. or 705(b) of FISA), or 

(b) (S-S I -REL) International communications to. from. 

I I (b)(1) 



(c) (U/ /FOUO ) Communications which are not to or from 
but merely about U.S. PERSONS (wherever located). 

(2) (U) The person is an AGENT OF A FOREIGN POWER, and 

(3) (U) The purpose of the COLLECTION is to acquire 
significant FOREIGN INTELLIGENCE information. 

c. (U/ 7FOUO ) With the approval of the Director. National Security 
Agency/Chief. Central Security Service (DIRNSA/CHCSS). so long as 
the COLLECTION need not be approved by the Foreign Intelligence 
Surveillance Court or the Attorney General, and 
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(1) (U/ /FOUO) The person has CONSENTED to the 
COLLECTION by executing one of the CONSENT forms 
contained in Annex H. or 



(2) (U/ /FOUO) The person is reasonably believed to be held 
captive by a FOREIGN POWER or group engaged in 



INTERNATIONAL TERRORISM, or 



(3) ffi /REL) The TARGETED 



l and the DIRNSA/CHCSS 

has approved the COLLECTION in accordance with Annex I . or 



(b)(1) 



(4) (S "SI REL) The CO LLECTION is directed against 

between a U S. PERSON in the 
UNITED STATES and a foreign entity outside the UNITED 
STATES, the TARGET is the foreign entity, and the 
DIRNSA/CHCSS has approved the" COLLECTION in 
accordance with Annex K. or 



(b)(1) 

(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 
(b)(3)-18 USC 798 



(5) ( S r/S I ^REL) Technical devices (e g.. 



] 



are employed to limit acquisition by the 
USSS to communications to or from the TARGET or to specific 
forms of communications used by the TARGET (e.g.. | I 

land the 



CULL hi 1 1 UN is directed auainst 



|voice and facsimile communicati ons with one 
COMMUNICANT in th e UNIT ED STATES, and the TARGET 
ofthe COLLECTION i 



l 



(a) A non-U.S. PERSON located outside the UNITED 
STATES ] | 



(b) 



(b)(1) 



(6) (U/ /FOUO) Copies of approvals granted by the 
DIRNSA/CHCSS under these provisions will be retained in the 
Office of General Counsel for review by the Attorney General. 



d. (U) Emergency Situations. 

(1) (U/ /FOUO ) Unless separate authorization under FISA is 
required by law. 1 in emergency situations DIRNSA/CHCSS may 



1 (U/7 FQU0) Collection that constitutes “electronic surveillance” as defined by FISA can only be authorized in 
accordance with the terms of FISA. Under certain circumstances, the Attorney General may authorize 
emergency collection that constitutes “electronic surveillance” under FISA. For purposes of FISA, the term 
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authorize the COLLECTION of information to. from, or about a 
U S. PERSON who is outside the UNITED STATES when 
securing the prior approval of the Attorney General is not 
practical because: 

(a) (U) The time required to obtain such approval would 
result in the loss of significant FOREIGN 
INTELLIGENCE and would cause substantial harm to 
the national security. 

(b) (U) A person’s life or physical safety is reasonably 
believed to be in immediate danger. 

(c) (U) The physical security of a defense installation or 
government property is reasonably believed to be in 
immediate danger. 

(2) (U/ f O UO) In those cases where the DIRNSA/CHCSS 
authorizes emergency COLLECTION, except for actions taken 
under paragraph d.(l)(b) above. DIRNSA/CHCSS shall find that 
there is probable cause that the TARGET meets one of the 
following criteria: 

(a) (U) A person who. for or on behalf of a FOREIGN 
POWER, is engaged in clandestine intelligence activities 
(including covert activities intended to affect the political 
or governmental process), sabotage, or 
INTERNATIONAL TERRORIST activities, or activities 
in preparation for INTERNATIONAL TERRORIST 
activities; or who conspires with, or knowingly aids and 



“electronic surveillance” encompasses 1) the acquisition by an electronic, mechanical, or other surveillance 
device the contents of any wire or radio communications sent by or intended to be received by a particular, 
known. United States person if the contents are acquired by intentionally targeting the US. person under 
circumstances in which a person has a reasonable expectation of privacy and a warrant would be required for 
law enforcement purposes, absent the U S. person's express or implied consent; 2) the acquisition by electronic, 
mechanical, or other surveillance device of the contents of any wire communication to or from a person in the 
United States, without the consent of any party thereto, if such acquisition occurs in the United States, but does 
not include those communications of computer trespassers that would be permissible under section 251 l(2)(i) of 
title 18 of the United States Code; 3) the intentional acquisition by an electronic, mechanical, or other 
surveillance device of the contents of any radio communication, under circumstances in which a person has a 
reasonable expectation of privacy and a warrant would be required if the acquisition were undertaken for law 
enforcement purposes, and if both the sender and all intended recipients are located inside the United States; or 
4) the installation or use of an electronic, mechanical, or other surveillance device in the United States for 
monitoring to acquire information, other than from a wire or radio communication, under circumstances in 
which a person has a reasonable expectation of privacy and a warrant would be required if the acquisition were 
undertaken for law enforcement purposes. 
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abets a person engaging in such activities. 

(b) (U) A person who is an officer or employee of a 
FOREIGN POWER 

(c) (U) A person unlawfully acting for. or pursuant to the 
direction of. a FOREIGN POWER. The mere fact that a 
person's activities may benefit or further the aims of a 
FOREIGN POWER is not enough to bring that person 
under this subsection, absent evidence that the person is 
taking direction from, or acting in knowing concert with, 
the FOREIGN POWER 

(d) (U) A CORPORATION or other entity that is owned 
or controlled directly or indirectly by a FOREIGN 
POWER 

(e) (U) A person in contact with, or acting in 
collaboration with, an intelligence or security service of a 
foreign power for the purpose of providing access to 
information or material classified by the United States to 
which such person has access. 

(3) (U) In all cases where emergency collection is authorized, the 
following steps shall be taken: 

(a) (U/ /FOUO) The General Counsel will be notified 
immediately that the COLLECTION has started. 

(b) (U//FOUO) The General Counsel will initiate 
immediate efforts to obtain Attorney General approval to 
continue the collection. If Attorney General approval is 
not obtained within 72 hours, the COLLECTION will be 
terminated If the Attorney General approves the 
COLLECTION, it may continue for the period specified 
in the approval. 

e. (U/ 7 F OUO) Annual reports to the Attorney General are required for 
COLLECTION conducted under paragraphs 4. 1 c.(3) and (4). 
Responsible analytic offices will provide such reports through the 
Siunals Intelliizence Director and the General Counsel (GC) to the 
DIRNSA/CHCSS for transmittal to the Attorney General by 31 January 
of each year. 
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(U) 








1 





4.2. (S//S1//RCL) 



(b)(1) 

(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 
(b)(3)-18 USC 798 




(b)(1) 



(U) Incidental 
Acquisition of 
U.S. Person 
Information 



4.3. (U) Information to. from or about U.S. PERSONS acquired incidentally as a 
result of COLLECTION directed against appropriate FOREIGN 
INTELLIGENCE TARGETS may be retained and processed in accordance with 
Section 3 and Section 6 of this USSI D 



(II) Nonresident 4.4. (9//9 1 //REL) Nonresident Alien TARGETS Entering the UNITED 
Alien Targets STATES. 

a. (S//S1//REL) If the communications of a nonresident alien located 
abroad are being TARGETED and the USSS learns that the individual 
has entered the UNITED STATES. COLLECTION may continue for a 
period of 72 hours provided that continued COLLECTION is otherwise 
permitted by FISA.2 the DIRNSA/CHCSS is advised immediately, and: 



(I) Immediate efforts are initiated to obtain Attorney General 
approval, or 



(2) A determination is made within the 72 hour period that the 

I (b)(1) 



b. (U) If Attorney General approval is obtained, the COLLECTION may 



2 (S//S I //REL) There is no 72 hour grace period for collection that has been authorized pursuant to Sections 
702. 703, 704. or 705(b) of FISA. Collection under Sections 702. 703. 704. or 705(b) of FISA must be 
terminated as soon as the USSS learns the target has entered the United States. Similarly. DIRNSA may not 
authorize use of a collection technique while the target is located inside the United States if use of the collection 
technique would qualify as “electronic surveillance” under FISA (see Footnote 1). 
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continue for the length of time specified in the approval. 



c. (U/ / F OU O) If it is determined that[ 

[ COLLECTION may continue at the discretion of the 
operational element. 



d. (S//SI//REL) Iff 



General appr oval is not obtained within 72 hours. 
be terminated 



approval is obtained, or the individual leaves the UNITED STATES. 



or if Attorney 
OLLECTION must 
Attorney General 



(b)(1) 



4.5. (U/ r F OUO) U S. PERSON TARGETS Entering the UNITED STATES. 

a. (U/ /FOUO) If communications to. from or about a U.S. PERSON 
located outside the UNITED STATES are being COLLECTED under 
Court or Attorney General approval as described in Sections 4. La. and 
4. Lb. above, the COLLECTION must stop when the USSS learns that 
the individual has entered the UNITED STATES. 

b. (U/ /FOUO) While the individual is in the UNITED STATES. 
COLLECTION may be resumed only with the approval of the United 
States Foreign Intelligence Surveillance Court as described in Annex A 



4.6. (S//REL) Requests to TARGET U.S PERSONS. All proposals for 



COLLECTION auainst U.S. PERSONS. 




Hinnst 


>e submitted through the Signals 


Intelligence Director and the GC to the DIRNSA/C'HCSS for review. 



4.7. (U/ TOUO) Use of direction finding solely to determine the location of a 
transmitter located outside of the UNITED STATES does not constitute 
ELECTRONIC SURVEILLANCE or COLLECTION even if directed at 
transmitters believed to be used by U.S. PERSONS. Unless COLLECTION of 
the communications is otherwise authorized under these procedures, the 
contents of communications to which a U.S. PERSON is a party monitored in 
the course of direction finding may only be used to identity the transmitter 



4.8. (U) Distress signals may be intentionally collected, processed, retained, and 
disseminated without regard to the restrictions contained in this USSID. 



4.9. (U) COMSEC Monitoring and Security Testing of Automated Information 
Systems. Monitoring for communications security purposes must be conducted 
with the consent of the person being monitored and in accordance with the 
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procedures established in National Telecommunications and Information 
Systems Security Directive 600 . Communications Security (COMSEC) 
Monitoring, dated 10 April 1990. Monitoring for communications security 
purposes is not governed by this USSID. Intrusive security testing to assess 
security vulnerabilities in automated information systems likewise is not 
governed by this USSID 



SECTION 5- (II) PROCESSING 



(U) Selection Terms 5.1. (3//SI//REL) Use of Selection Terms During Processing. When a 

SELECTION TERM is intended to INTERCEPT a communication on the 
basis of the content of the communication, or because a communication is 
enciphered, rather than on the basis of the identity of the COMMUNICANT or 
the fact that the communication mentions a particular individual, the following 
rules apply: 

a. (S// SI //REL) No SELECTION TERM that is reasonably likely to 
result in the INTERCEPTIO N of communications to or from a US. 

PERSON (wherever located). I I (b)(1) 

| [ nay be used unless there is 

reason to believe that FOREIGN INTELLIGENCE will be obtained by 
use of such SELECTION TERM 

b. (U/ /LOU O ) No SELECTION TERM that has resulted in the 
INTERCEPTION of a significant number of communications to or 
from such persons or entities may be used unless there is reason to 
believe that FOREIGN INTELLIGENCE will be obtained 

c. (U/ /LOU O) SELECTION TERMS that have resulted or are 
reasonably likely to result in the INTERCEPTION of communications 
to or from such persons or entities shall be designed to defeat, to the 
greatest extent practicable under the circumstances, the 
INTERCEPTION of those communications which do not contain 
FOREIGN INTELLIGENCE 

5.2. ( U -F OL ' iO ) Annual Review by the Signals Intelligence Director: 

a. (U/ /LOUO) All SELECTION TERMS that are reasonably likely to 
result in the INTERCEPTION of communications to or from a US. 

PERSON or terms that have resulted in the INTERCEPTION of a 
significant number of such communications shall be reviewed annually 
by the Signals Intelligence Director or a designee. 
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b. (U//TOUO) The purpose of the review shall be to determine whether 
there is reason to believe that FOREIGN INTELLIGENCE will be 
obtained, or will continue to be obtained, by the use of these 
SELECTION TERMS 

c. (U/ /rOUO) A copy of the results of the review will be provided to 
the Inspector General (IG) and the GC . 



5.3. (U) Forwarding of Intercepted Material. FOREIGN 
COMMUNICATIONS collected by the USSS may be forwarded as 
intercepted to NSA. intermediate processing facilities, and collaborating 
centers. 

5.4. (U) Non-foreign Communications. 

a. (U) Communications between persons in the UNITED STATES. 
Private communications solely between persons in the UNITED 
STATES inadvertently intercepted during the COLLECTION of 
FOREIGN COMMUNICATIONS will be promptly destroyed unless 
the Attorney General determines that the contents indicate a threat of 
death or serious bodily harm to any person. 

b. (U) Communications between U S. PERSONS. Communications 
solely between U S PERSONS will be treated as follows: 

(1) (U) Communications solely between U.S. PERSONS 
inadvertently intercepted during the COLLECTION of 
FOREIGN COMMUNICATIONS will be destroyed upon 
recognition, if technically possible, except as provided in 
paragraph 5.4.d. below. 

(2) (U) Notwithstanding the preceding provision, cryptologic 
data (e g., signal and encipherment information) and technical 
communications data (e g., circuit usage) may be extracted and 
retained from those communications if necessary to: 

(a) (U) Establish or maintain intercept, or 

(b) (U) Minimize unwanted intercept, or 

(c) (U) Support cryptologic operations related to 
FOREIGN COMMUNICATIONS. 

c. (U) Communications Involving an Officer or Employee of the U.S. 
Government. Communications to or from any officer or employee of 
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Com m ii mentions 



(b)(1) 

(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 
(b)(3)-18 USC 798 
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the U S. Government, or any state or local government, will not be 
intentionally intercepted Inadvertent INTERCEPTIONS of such 
communications (including those between foreign TARGETS and U S. 
officials) will be treated as indicated in paragraphs 5. 4. a. and b.. above. 

d. (U) Exceptions: Notwithstanding the provisions of paragraphs 5.4.b. 
and c.. the DIRNSA/CHCSS may waive the destruction requirement 
for international communicat ions containing, inter alia, the following 
types of information: 

(1) Significant FOREIGN INTELLIGENCE, or 

(2) Evidence of a crime or threat of death or serious bodily 
harm to any person, or 

(3) Anomalies that reveal a potential vulnerability to U S. 
communications security. Communications for which the 
Attorney General oi DIRNSA/CHCSS's waiver is sought 
should be forwarded to NSA/CSS. Attn: Signals Intelligence 
Directorate Office of Oversight & Compliance (SV). 



. (U) Radio Communications with a Terminal in the UNITED STATES. 

a. (S//SI//REL) All radio communications that pass over channels with a 
terminal in the UNITED STATES must be processed through a 
computer scan dictionary or similar device unless those communications 
occur over channels used exclusively by a FOREIGN POWER. 

b (S//SI//REL) International common -access radio communications that 
pass over channels with a terminal in the UNITED STATES, other than 
| I comunications. may be processed 

without the use of a computer scan dictionary or similar device if 
necessary to determine whether a channel contains communications of 
FOREIGN INTELLIGENCE interest which NSA may wish to collect. 
Such processing may not exceed two hours without the specific prior 
written approval of the Signals Intelligence Director ora designee and. 
in any event, shall be limited to the minimum amount of time necessary 
to determine the nature of communications on the channel and the 
amount of such communications that include FOREIGN 
INTELLIGENCE Once it is determined that the channel contains 
sufficient communications of FOREIGN INTELLIGENCE interest to 
warrant COLLECTION and exploitation to produce FOREIGN 
INTELLIGENCE, a computer scan dictionary or similar device must be 
used for additional processing. 

c. (U// FOUO) Copies of all written approvals made pursuant to 5.5.b. 
must be provided to the GC and the IG . 
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SECTION 6- (II) RETENTION 



(U) Retention of 6.1. (U) Retention of Communications to. from or About US. PERSONS. 

Com in unications 

a. (U) Except as otherwise provided in Annex A. Appendix I . Section 4. 
communications to. from or about U S. PERSONS that are intercepted 
by the USSS may be retained in their original or transcribed form only 
as follows: 

(1) (U/ /FOUO) Unenciphered communications not thought to 
contain secret meaning may be retained for five years unless the 
Signals Intelligence Director determines in writing that retention 
for a longer period is required to respond to authorized 
FOREIGN INTELLIGENCE requirements. 

(2) (U/ /FOUO) Communications necessary to maintain technical 
data bases for cryptanalytic or traffic analytic purposes may be 
retained for a period sufficient to allow a thorough exploitation 
and to permit access to data that are. or are reasonably believed 
likely to become, relevant to a current or future FOREIGN 
INTELLIGENCE requirement. Sufficient duration may vary 
with the nature of the exploitation and may consist of any period 
of time during which the technical data base is subject to. or of 
use in. cryptanalysis. If a U.S. PERSON'S identity is not 
necessary to maintaining technical data bases, it should be 
deleted or replaced by a generic term when practicable. 

b (U) Communications which could be disseminated under Section 7. 
below (i.e.. without elimination of references to U.S. PERSONS) may be 
retained in their original or transcribed form. 
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